
Understanding GDPR, how it effects your business 
and the opportunities it presents for mail.



Introduction

GDPR
From the 25th May 2018 all companies processing 
the personal data of EU citizens will need to comply 
with the GDPR. These new data regulations bring 
with them a number of new obligations, as well as the 
potential of hefty fines for those who do not comply. 

What’s more concerning is that in a survey carried out 
by YouGov in 2017, a staggering 62% of UK businesses 
admitted they did now know what the GDPR was. With 
this in-mind, we have created this short guide as an 
insight in to the GDPR with some key information and 
considerations.

Opportunity
The GDPR will impact most businesses and how 
they market their products and services to potential 
customers. However - with change comes opportunity; 
within this guide we have highlighted some of those 
opportunities the GDPR can present your business.

Did you know?

A staggering 62% of UK businesses admitted 
they did not know what GDPR was.
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- What is GDPR?
- Lawful processing and fines



What does GDPR apply to?
Personal data
• The GDPR applies to ‘personal data’ which is 

defined by the ICO as “any information relating to an 
identifiable person who can be directly or indirectly 
identified in particular by reference to an identifier.”
This definition relates to personal data, including 
name, identification number, location data or online 
identifier, reflecting changes in technology and the 
way organisations collect information about people.
The ICO also write that “The GDPR applies to 
both automated personal data and to manual 
filing systems where personal data are accessible 
according to specific criteria. This could include 
chronologically ordered sets of manual records 
containing personal data.
Personal data that has been pseudonymised – eg 
key-coded – can fall within the scope of the GDPR 
depending on how difficult it is to attribute the 
pseudonym to a particular individual.”

Sensitive personal data
• The GDPR refers to sensitive personal data as 

“special categories of personal data”. To learn more 
about these categories, visit www.ico.org.uk and see 
articles 9 and 10.

What is 
GDPR?
The General Data Protection Regulation (GDPR)
GDPR is an update to the current Data Protection 
Act. Coming into force on 25th May 2018, it provides 
individuals with a greater control and transparency 
over who uses their data, and how. Following the 
introduction of GDPR, all personal data collected by a 
business must be done so with explicit consent by the 
data subject via a straight forward, no non-sense opt in 
method (this means no pre-ticked opt-in boxes or other 
methods of default consent.)

To help with GDPR, the ICO (Information 
Commissioner’s Office) have created an in-depth guide 
on how businesses should prepare for compliance 
following the regulation update. This guide explains the 
provisions of the GDPR to help organisations comply 
with its requirements. It is created for, and particularly 
important to those who have day-to-day responsibility 
for data protection. Additionally to this, the ICO has 
created a number of tools including a ’12 steps to take 
now’ guide, and a ‘getting ready for the GDPR checklist’

Who does GDPR apply to?
The responsibility of GDPR has been split in to two 
categories, ‘controllers’ and ‘processors’. The ICO 
states the following:
• A controller determines the purposes and means 

of processing personal data. If you are a controller, 
you are not relieved of your obligations where a 
processor is involved – the GDPR places further 
obligations on you to ensure your contracts with 
processors comply with the GDPR.

• A processor is responsible for processing personal 
data on behalf of a controller. If you are a processor, 
the GDPR places specific legal obligations on you; 
for example, you are required to maintain records 
of personal data and processing activities. You will 
have legal liability if you are responsible for a breach.

Need further information?

If you require more information please visit 
www.ico.org.uk and search ‘GDPR’.
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Lawful processing 
and fines
Lawful processing
The ICO has offered clear guidance that to be GDPR 
compliant, organisations must identify which of the 
six legal bases for processing personal data they are 
using. They have stated the following: 
• “For processing to be lawful under the GDPR, you 

need to identify a lawful basis before you can 
process personal data.”

• “It is important that you determine your lawful basis 
for processing personal data and document this.”

• “Your lawful basis for processing has an effect 
on individuals’ rights. For example, if you rely on 
someone’s consent to process their data, they will 
generally have stronger rights, for example, to have 
their data deleted.”

Lawfulness of processing conditions
The GDPR affirms the 6 lawful bases for:
1. Consent of the data subject
2. Processing is necessary for the performance of a 

contract with the data subject, or to take steps to 
enter into a contract

3. Processing is necessary for compliance with a 
legal obligation

4. Processing is necessary to protect the vital 
interests of a data subject or another person

5. Processing is necessary for the performance of 
a task carried out in the public interest or in the 
exercise of official authority vested in the controller

6. Necessary for the purposes of legitimate interests 
pursued by the controller or a third party, except 
where such interests are overridden by the 
interests, rights or freedoms of the data subject

Fines

Fines under the new GDPR are set to be a 
maximum of 4 per cent of group annual global 
turnover, or €20 million, whichever is greater. 

The Information Commissioner has gone so far as 
to blog to set the record straight on fines and put 
minds at rest. Focus should be on compliance, not 
speculating about fines.

Learn more at www.ico.org.uk
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- Consent & legitimate interest 
- Individual rights



What does ‘consent and legitimate interest’ mean  
for your data legality?
Under the updated regulations, the processing of data 
will only be legal if you have either gained consent, or 
you are able to prove that your need to process / retain 
the data of an individual is of benefit to both yourself 
and them.

Consent
Consent means offering individuals real choice and 
control. Providing this can be both good for your 
business and the individual as genuine consent should 
put individuals in charge, helping to build customer 
trust and engagement, and in turn enhance your 
reputation.

The ICO has provided a list of considerations for 
gaining consent which you can find online at  
www.ico.org.uk. To go with this and make things a 
little easier, they have created a check list for gaining 
consent which you can see on the right. 

Consent and 
legitimate interest

c We have checked that consent is the 
most appropriate lawful basis for 
processing.

c We have made the request for consent 
prominent and separate from our terms 
and conditions.

c We ask people to positively opt in.

c We don’t use pre-ticked boxes or any 
other type of default consent.

c We use clear, plain language that is easy 
to understand.

c We specify why we want the data and 
what we’re going to do with it.

c We give individual (‘granular’) options to 
consent separately to different purposes 
and types of processing.

c We name our organisation and any third 
party controllers who will be relying on 
the consent.

c We tell individuals they can withdraw 
their consent.

c We ensure that individuals can refuse to 
consent without detriment.

c We avoid making consent a precondition 
of a service.

c If we offer online services directly to 
children, we only seek consent if we have 
age-verification measures (and parental-
consent measures for younger children) 
in place.

Consent checklist.
Below is a list of key considerations when looking to gain data consent.

7



Legitimate interest
Legitimate interest is the most flexible lawful basis 
for processing data, however you cannot always 
assume it will be the most appropriate. Relying on 
legitimate interest means you are taking on extra 
responsibility for considering and protecting people’s 
rights and interests. 

When looking at legitimate interest, three elements 
should be considered. 
• Identify a legitimate interest
• Show that the processing is necessary to achieve it; 

and
• Balance it against the individual’s interests, rights 

and freedoms.
The ICO have outlined a number of other 
considerations you should be aware of which can be 
found on www.ico.org.uk. To help you on your way, they 
have also created a legitimate interest checklist you 
can see on this page.

c We have checked that legitimate interests 
is the most appropriate basis.

c We understand our responsibility to 
protect the individual’s interests.

c We have conducted a legitimate interests 
assessment (LIA) and kept a record of it, 
to ensure that we can justify our decision.

c We have identified the relevant legitimate 
interests.

c We have checked that the processing is 
necessary and there is no less intrusive 
way to achieve the same result.

c We have done a balancing test, and are 
confident that the individual’s interests do 
not override those legitimate interests.

c We only use individuals’ data in ways they 
would reasonably expect, unless we have 
a very good reason.

c We are not using people’s data in ways 
they would find intrusive or which could 
cause them harm, unless we have a very 
good reason.

c If we process children’s data, we take 
extra care to make sure we protect their 
interests.

c We have considered safeguards to reduce 
the impact where possible.

c We have considered whether we can offer 
an opt out.

c If our LIA identifies a significant privacy 
impact, we have considered whether we 
also need to conduct a DPIA.

c We keep our LIA under review, and repeat 
it if circumstances change.

c We include information about our 
legitimate interests in our privacy notice.

Legitimate interest checklist.
When looking at legitimate interest for processing data you should consider the following.
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Individual 
rights

The right to be informed
The right to be informed encompasses 
your obligation to provide ‘fair 
processing information’, typically 
through a privacy notice. It emphasises 
the need for transparency over how you 
use personal data.

The right of access 
Individuals have the right to access 
their personal data and supplementary 
information. This right of access allows 
them the be aware of and verify the 
lawfulness of the processing.

The right to rectification
The GDPR gives individuals the right to 
have personal data rectified. Personal 
data can be rectified if it is inaccurate or 
incomplete.

The right to erasure
The right to erasure is also known as 
‘the right to be forgotten’. The broad 

Individual rights within GDPR
The GDPR provides a number of rights for individuals which businesses need 
to be aware of and comply to. Below is a summary of these new and updated 
individual rights:

principle underpinning this right is to 
enable an individual to request the 
deletion or removal of personal data 
where there is no compelling reason for 
its continued processing.

The right to restricted processing
Individuals have the right to ‘block’ or 
suppress processing of their personal 
data. When processing is restricted, you 
are permitted to store the personal data, 
but not further process it. This allows 
you to retain just enough information 
about the individual to ensure that the 
restriction is respected in future.

The right to data portability
The right to data portability allows 
individuals to obtain and reuse their 
personal data for their own purposes 
across different services. It allows them 
to move, copy or transfer personal 
data easily from one IT environment 
to another in a safe and secure way, 

without hindrance to usability. It enables 
consumers to take advantage of 
applications and services which can use 
this data to find them a better deal, or help 
them understand their spending habits.

The right to object
Individuals have the right to object 
to processing based on legitimate 
interests or the performance of a task 
in the public interest/exercise of official 
authority (including profiling); direct 
marketing (including profiling); and 
processing for purposes of scientific/
historical research and statistics.

Rights in relation to automated 
decision-making and profiling
The GDPR provides safeguards for 
individuals against the risk that a 
potentially damaging decision is taken 
without human intervention.

ePrivacy

The EU ePrivacy Regluation is 
an updated regulation created 
to replace the UK’s Privacy and 
Electronic Communication 
Regulation 2003 (know as PECR.)

The draft regulation was published 
in January 2017 with the aim 
to implement if in May 2018 
alongside GDPR, however due to 
delays the time scale is currently 
unknown and a May launch is  
looking unlikely. 

The ICO has provided guidance on 
how the new ePrivacy Regulation 
is likely to effect businesses. 

Learn more at www.ico.org.uk
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- Opportunities
- Opportunities for mail



Opportunities

The GDPR opportunity
While at first GDPR seems to present businesses with 
a large amount of potential threats and restrictions, it 
also brings with it a number of valuable opportunities. 

The GDPR should be a key focus for businesses and 
should not be avoided or ignored. This being said it 
is important for businesses to still feel comfortable 
that they can contact their customers when legitimate 
interest is involved. While other marketing media 
channels will still be core communication methods,  
we believe that mail is able to thrive where they cannot. 
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Opportunities 
for mail

1. The Joint Industry Committee for mail:
Formed by leading industry heads, JIC Mail will offer 
the first standardised data on who interacts with mail 
helping compare its benefits to other media channels. 
JIC Mail will measure the readership, reach and 
frequency of exposure for each piece of direct mail 
delivered in the UK.

2. Consent is not required for postal marketing:
The ICO website states, “You won’t need consent for 
postal marketing but you will need consent for some 
calls and for texts and emails under PECR.” Meaning 
mail is subject to fewer regulations than electronic 
communications. In addition to this, Chris Combemale, 
chair of the JIC-Mail board and chief executive of 
the DMA Group told printweek.com “Just about all 
retention mailings, and most acquisition mailings, 
can be done using ‘legitimate interests’ if you do the 
appropriate balancing test, and as long as it doesn’t 
include sensitive personal data, like your political 
interests or your medical history.” 

3. Mail can be used to gain consent: 
Speaking on the DMA website, Steve Henderson a 
Compliance Officer and GDPR specialist supports 
the idea of mail being used to gain consent where he 
states; “Read again GDPR recital 47 “The processing 
of personal data for direct marketing purposes may 
be regarded as carried out for a legitimate interest” 
and think about all that data you collect and use for 
targeting and personalisation and it all makes sense. 
You may not be able to get consent to GDPR standards, 
but you do need to let people know what you are doing, 
why and let them make choices.”

4. Mail gets a response:
With so many marketing channels available, mail is 
becoming more and more impactful due to its tactile 
nature and consumers acknowledgement that mail 
takes more effort than email. 
To support this Royal Mail have carried out extensive 
research into the impact of mail and the stats are 
staggering. Results show that mail stays in the home 
for an average of 17 days, and that 69% will open a 
letter from a company about a promotion or special 
offer, while acquisitional email open rates are just 21%.

17 days exposure...
17 days is the average time

advertising mail is kept in the house.

Direct mail gets noticed...
70% of direct mail is opened and

79% of that is read for one minute
or more.

The rise of mail
In a world over run with digital media, mail has been making a come back as a popular and impactful form of 
marketing. Supporting this recent rise, a joint industry committee for mail (JIC Mail) has been formed, research 
has proven mails effectiveness, and new and improved mailing methods are available.



Make them feel valued...
56% say “mail makes me feel valued”.

40% say the same about email.

Multi-channel marketing works...
65% like to browse through both a 

catalogue and online before making
a purchase.

7. Use mail to drive online activity:
Mail is a great way to drive customers to your online 
platforms. Due to its tactile nature, mail can help 
get your message noticed, even if the result you are 
after is to ultimately get your customer online. In a 
neurological study by the Royal mail “Private Life of 
Mail”, it was proven that mail primes other media. 
Suggesting that mail can increase the effectiveness of 
digital campaigns by supporting them with a physical 
element. If you would like support with combining your 
media channels, we have a team of experts at UK Mail 
who offer a multi-channel marketing facility which can 
help you do just that.

8. It’s easier to reach people with mail:
With the increased misuse of data, people are more 
likely to have multiple email addresses, including 
dormant addresses they no longer use or check. 
Opposing this, generally people only have one 
residential postal address, which far increases your 
chances of getting your message noticed. This 
combined with the previously stated fact that mail can 
hang around the home for an average of 17days… mail 
really is a great way to reach the people you are trying 
to reach.

5. Mail has received no fines and has fewer regulatory 
unknowns than other media channels:
According to the ICO website, in 2017 they issued 
seventeen penalties for media channels such as email, 
text and phone calls. Contrary to this, no one was 
fined for using mail for their marketing. Along with 
this bragging right for mail, the ePrivacy regulation is 
setting an uncertainty for electronic media channels. 
The regulation was scheduled to come into effect 
alongside the GDPR in May 2018, however due to 
a number of unanswered questions, this is looking 
unlikely. This uncertainty around the ePrivacy 
regulation (which does not effect physical mail) is 
another strong reason mail is the ideal channel to 
communicate with your customers.

6. Mail is evolving:
Long gone is the time that mail was simply a letter in 
an envelope, mail has evolved into something far more 
exciting and engaging. At UK Mail we have a number 
of mail options to help get your business noticed. From 
A5 postcards printed and posted straight from your 
computer, to interactive direct mail pieces with elements 
such as tear off vouchers and serrated windows with 
hidden information to really engage your customers.

13

Opportunities 
for mail



If you would like to learn more about how we can help you in 
a new GDPR compliant world, please feel free to contact us.

02477 711 400

hello@ukmail.digital

ukmail.digital




